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scattered throughout Alaska. Taking on such a big, expensive job would not
laska’s election system is among the most secure in the coun- be practical, even if the new system were certified in the next few months.
try, and it has a number of safeguards other states are now adopting. But At this point, the Division of Elections is already doing many tasks required
the technology Alaska uses to record and count votes could be improved— before the primary election in August and the presidential election in Noand the state’s huge size, limited road system, and scattered communities vember. Also, because the state shares voting equipment with local governments, the upgrade will have to be coordinated with them as well.
also create special challenges for insuring the integrity of the vote.
But between now and the election, the state can improve security, with
In this second phase of an ongoing study of Alaska’s election
the
changes recommended below. After the election, it can upgrade to the
security, we recommend ways of strengthening the system—not only the
technology but also the election procedures. The lieutenant governor new system and develop a method for continuously monitoring changes in
and the Division of Elections asked the University of Alaska Anchorage to technology. We also recommend improving the way voting equipment is
transported, tracked, and stored—as well as increasing the number of
do this evaluation, which began in September 2007.
poll workers and providing them with more training in election security.
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What is the Current System?

This is a particularly appropriate time for this study, not
only because election-security has become a prominent issue
nationwide, but also because this year marks the tenth anniversary of Alaska’s use of electronic voting technology.
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Unlike other election-security studies, our study is examining not only voting technology but also policies and proce• Supervises Division of Elections
Lieutenant Governor
dures that add to the security of the system.
• Appoints director of elections
Alaska Division of Elections
Much of our work in the first phase of the study was as• Director of elections hires election
supervisors for each region
sessing the existing election system. To provide background
Four
Regions
for our recommended improvements, here we first briefly
(Based on 40 House Districts)
• Regional election supervisors hire
summarize the existing system. The figures on this page and
bi-partisan election boards and
Regional Offices
the facing page show how the current system is organized
supervisors for each precinct
(Juneau,
Anchorage,
Fairbanks,
Nome)
and how it works.
The lieutenant governor heads the election system, and
• Precinct election chair-person hires
439 Precincts
the Division of Elections manages federal and state elections
bi-partisan election officials
(Large communities have multiple precincts)
statewide. The state is divided into four election regions, which
• Political parties, independent candidates,
in turn have 439 precincts. Election regulations, procedures,
and groups sponsoring or opposing ballot
training, and technology are the same throughout the state.
initiatives may appoint observers to witness
voting and vote-counting procedures
Source:
Alaska
Division
of
Elections
There are multiple steps in the voting process, from the
time Alaskans go to the polls until the director of elections
So sending ballots and election equipment to and from communities
certifies the results (as the figure on the facing page details). The pro- around the state, as well as storing equipment in small communities with
cess includes a number of security features that make it among the limited facilities, is very expensive and poses many logistical challenges.
safest in the country:
To evaluate how Alaska could improve security, we first thought about
• A centralized voting system, with standard procedures and identical the elements that make a system secure, and grouped them into three
hardware and software throughout Alaska. This centralization minimizes categories: defense in depth, fortification of systems, and confidence in
opportunities for tampering and allows flaws identified in any part of the outcomes.
system to be corrected statewide.
• Defense in depth: A secure system should have multiple layers of pro• Paper back-ups for all votes. Although optical scanners do scan and tection, so that if one fails others are still in place. This layered approach
count ballots in 290 of Alaska’s 439 precincts, almost all Alaska voters can discourage hackers, because they would have to take several undemark paper ballots that serve as back-ups to electronic tallies. There tected steps to penetrate the system’s security. Also, layers can provide
are touch-screen machines in all precincts. Only about 1% of voters use early warning of attacks in time for election officials to take action. Equipthose machines, which also have internal paper reels as back-ups.
ment, people, and procedures together provide defense in depth.
• Independent verification and cross-checking of paper ballots and • Fortification of systems: This means making electronic systems as
preliminary electronic results.
secure as possible and using the latest certified updates, which may
• Audit of machine-counts of votes by hand-counts in a random sam- correct vulnerabilities in earlier systems. Alaska uses optical scanners
that tally votes cast on paper ballots; touch-screen machines with interple of precincts.
• Observers invited to watch both voting and vote-counting procedures. nal paper reels that record the votes cast; and servers that integrate
and tally the electronic and hand-count results. All these system should
What Makes a System Secure?
be equipped with the latest updates to minimize the potential for votes
Alaska’s system has many strengths, but there is room for improve- to be miscounted or tampered with, and they should be protected so
ment. Alaska and other states use electronic systems to count and record unauthorized users can’t interfere with their operation before, during,
votes. That technology has a number of advantages—it makes counting or after elections. The systems must also be certified to federal stanvotes much faster, for example. Federal law also requires all polling places dards and verified by independent testing centers.
to have touch-screen devices for voters who can’t mark paper ballots.
• Confidence in outcomes: Systems and results have to be verifiable and
But election-security studies in other states have shown that the shown to be reliable—to increase confidence of both voters and election
same voting technology voting used in Alaska could be vulnerable to officials in the system. The methods used to select a sample of results for
tampering. Alaska also has security issues most other states don’t hand-counting must also provide a high level of confidence. The election
face. It is huge—375 million acres—and the road system covers only process must be open, so anyone can observe what is happening—and
about 10% of the land area. More than a hundred small communities those who verify results must be objective and bipartisan.
can be reached only by water or air. Storms and intense cold frequently
disrupt travel and shipments to remote communities.
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Alaska’s centralized processes and procedures at the state level
make
it easier to implement consistent security practices. Few states
(Based on 238,307 voters in 2006 statewide election)
have
such
centralized systems, with standard practices and voting
19% of Voters
81% of Voters
equipment
statewide. Most states have decentralized systems—
Go to precinct, present ID, sign registry
Vote early in person or
absentee by mail or fax. that is, systems in which counties, cities, or townships can set their
own election procedures.
80%
1%
Vote on paper ballot
Use touch-screen machine
Also, Alaska’s system provides a verifiable paper record of
all the votes cast. Almost all voters mark paper ballots that are
Voter makes choices on screen. 75% of voters put ballot 5% of voters put ballot
scanned and counted by an optical-scanner. About one percent of
Machine records electronically in optical scanner, which directly into locked ballot box
and prints paper copy
makes electronic copy,
voters use touch-screen machines, with no paper ballots, but there
that stays in machine
deposits ballot in locked box
is voter verifiable paper record .
The Pew Center for the States recently examined how many
Machine tallies votes
Machine tallies votes
Ballots hand-counted,
with observers present
states have verifiable paper back-ups for votes. Keep in mind that
Election officials print two copies of results;
most states have decentralized election systems—meaning indiall workers sign both copies
vidual counties or other local jurisdictions can choose their own
methods—so the map illustrates the general rather than the exact
Results phoned in
Precinct workers send results to state office
to regional office
situation in all states.
electronically over phone lines when possible;
otherwise deliver computer cards by car or
As the map shows, in 35 states all or most votes are backed
call in results to regional office
Regional results integrated at state level
up by paper records. In some of those states, voters mark paper
ballots, which are then scanned and counted by optical scanners;
Unofficial results announced. Confirmation process starts.
in other states, voters mostly use touch-screen machines with inElections
materials
sent
to
Juneau
by
All precincts prepare two
One package mailed
secure carrier. State review board takes
packages, separating
to regional office
ternal paper reels.
random sample of precincts, hand-counts
electronic and paper records
ballots. If precinct results vary by more
for comparison against
One package mailed
But as of early 2008, 14 states primarily used touch-screen
than 1% from electronic results,
each other
directly to Juneau
machines without paper reels. The Pew Center reports that two of
entire district ballots hand-counted.
Director of elections certifies results
those states—New Jersey and Maryland—have plans to implement paper-based systems. The remaining state, New York, still
What if results from a precinct are lost or stolen at some point in the process? Alaska voters can go to
court. Courts can order the election to be held again, if missing results might have affected the outcome. uses the lever-voting system, but almost all counties plan to begin
Source: Alaska Division of Elections
using paper-based systems in 2009.
How Did We Identify Security Issues?
So overall the movement among states is toward systems with
• We studied the approaches taken in other states, to determine prac- paper records—like the system already in place in Alaska.
tices that could be helpful in Alaska.
• We evaluated the improvements the manufacturer of voting
equipment has taken to correct security issues identified in
other election-security studies and summarized in our Phase
I report.
• We did a detailed, hands-on evaluation of storage, transportation, and packaging of election equipment and materials.
• We identified issues unique to Alaska, given our geographic
diversity and transportation logistics.
We found that Alaska is well-positioned, compared with
many other states. Alaska has in fact put into effect safeguards
and processes that other states are now adopting to deal with
election-security issues. But we also want to emphasize that
every state faces different security and procedural challenges.
There is no single solution right for every state.
We did find, however, that two aspects of Alaska’s system
14 states, no paper-back-ups for all or most electronic votes
help its election security, relative to that in other states: its cen35 states, some form of paper back-ups for all or most votes
tralization, and its paper ballot back-ups for virtually all votes.
1 state, lever-voting system

Alaska’s Voting System
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Notes: Many states use more than one voting technology. Not all states that have some paper
back-up have complete paper back-up. New Jersey plans to have paper back-ups before the
2008 election; New York plans to adopt a paper-based system in 2009; Maryland law requires
paper back-up by 2010.
Source: Based on Pew Center for the States, 2008
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What Do We Recommend?

The table on the front page summarizes our main recommendations,
some of which the Division of Elections could put into effect before the
August primary and the November general election, and some of which
it can’t. Here we explain more about some of the most important recommendations, which are discussed in detail in the full report.
• Upgrade to the new, more secure platform after the election.
We can’t over-emphasize the importance of this upgrade. Alaska, California, Florida, and other states use the same or similar voting technology. Election-security studies in several states found that the existing
technology was potentially vulnerable to vote-tampering in a number
of ways. The new platform, (Premier Election Systems Assure 1.2),
which the manufacturer developed in response to those studies, is still
being tested to insure that it meets standards set by the federal Election
Assistance Commission. We had hoped the system could be installed
on Alaska’s voting equipment by the 2008 election, but we now believe
that’s not feasible. Alaska is now in the run-up to the August primary
and the November election. The Division of Elections is programming
its equipment for those elections and doing other work that has to meet
specific pre-election deadlines. Also, because the state shares voting
equipment with local governments, the upgrade will have to be coordinated with them as well. To add in a huge, expensive job requiring
complicated logistics at this point is not feasible. But we recommend
that it be done as soon as possible after the election.
• Establish security goals and a method for regularly measuring progress toward those goals. The Division of Elections
is well aware of security issues, and has taken a number of steps to
improve security. But it currently has no long-range security goals nor
a plan for measuring progress. We believe it’s very important for the
division to develop such goals and systematically meet them.
• Consider forming a partnership with some other organization that could continuously monitor and evaluate any new
election-security vulnerabilities and ways to improve security. This would
allow the Division of Elections to quickly make any necessary changes
or improvements, before problems developed. Some states are already
doing this. The Division of Elections itself does not have adequate staff to
do such monitoring.
• Install new software that allows election officials to create a more-secure password authentication system for touchscreen machines. Election officials are in fact already installing this
new software, as they do programming for the upcoming election. This
new software, called Key Card Tool, allows them for the first time to
create their own authentication password and encryption keys for the
state’s 439 touch-screen machines. This is a substantial improvement
in security. Previously, the default password and keys were in the public
domain. They were programmed into all the touch-screen machines
and couldn’t be changed. Now, the password and keys can be changed
regularly, and over time election regions could have their own individual
passwords and keys.
• Verify the accuracy of voting technology. Before and after the
November election, election officials should test all voting machines by comparing code in the machines with correct, registered code. In the longerterm, the state should develop standard testing processes to insure all voting technology is functioning properly and recording votes accurately.

• Change system passwords. Before the election, the state should
change all passwords currently used in election-system technology. After
the election, the state should develop a plan for routinely tracking and
changing passwords.
• Use tamper-evident seals on envelopes and shipping containers.
This precaution can be taken before the upcoming election. Critics argue
that attackers could in fact open such seals without leaving any evidence
of tampering. But we believe that especially in Alaska—where ballots and
equipment can travel long distances under difficult conditions—tamperevident seals do help improve security.
• Recruit more poll workers and improve their election-security training. Before the election, the Division of Elections should add a
section on election-security to the existing training manual, which doesn’t
currently discuss security. In the longer term, the state needs to recruit
more poll workers—which in itself would help improve security in polling places—and to provide better training (possibly online) in electionsecurity procedures.
• Improve the way voting machines are transported, tracked,
and stored. Most of these recommended improvements can’t be made
until after the November election. They include buying better shipping
containers for optical-scan machines, which have to be shipped to many
small communities from larger regional centers before and elections and
returned afterward. The state also needs a better system for tracking the
number and location of voting machines, through bar-codes or other methods of inventory-control. Also, the physical security of machines in storage
needs improvement. The state should consider reinforced doors, dead-bolt
locks, ceiling grids, alarms, and other measures as appropriate.

Conclusions

We have made a number of recommendations for improving the security
of Alaska’s election system, but we want to keep those recommendations
in context: Alaska’s election system is in good shape. Other states are now
adopting measures we’ve had in place for years. Personnel of the Division
of Elections understand the system and have a good idea of what kinds of
measures could help make it more secure.
But there’s always room for improvement. Aside from the specific recommendations we’ve listed, Alaska needs to build a foundation for the future—
to make sure Alaska’s election system stays among the best in the country.
The current election technology is aging, and the state will face new choices
when it has to upgrade that technology. It needs to start systematically assessing its future needs and new technologies now.

This publication summarizes Phase 2 of the Alaska Election Security
Report, prepared for Lieutenant Governor Sean Parnell and the
Alaska Division of Elections. Contributors are LuAnn Piccard, Mark
Ayers, David B. Hoffman, Stephanie Martin, and Kenrick Mock.
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